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2.2 Access Point : gUnsainszedayains WiFi d1%3U Access Point fin1aumingdeldaziiy
Alcatel-Lucent OmniAccess AP92 , AP104 ,AP105 ,AP204 ,AP205 %Q%S’e}ﬁumﬂfﬁmu Remote
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JUNBUNITNIN Remote Access Point (AP)

Fafnf Controller (Alcatel-Lucent(OAW-4550)
1. Create User
— Security > Authentication > Servers 1dan Internal DB
- 11115 Add User
User : xxx
password : XXX
Role : ap-role
Static Inner IP Address : 0.0.0.0



Dashboard ~ Monitoring  Configuration  Diagnostics ~ Maintenance ~ Plan | Save Configuration

Security > Authentication > Servers

WIZARDS
AP Wa Servers | AAA Profiles | L2 Authentication User Rules | Advanced
Switch Wizard
WLAN/LAN Wizard
: ; [ Server Group
License Wizard
User Name
"
WIP Wizard (£ RADIUS Server Passiord
NETWORK Rol
) [ LDAP Server s
Switch i
. E-mail
VLANS
[ Internal DB Enabled
Ports
Cellular Profie B Taashecunng Seve
" Expiration
(8] TACACS Server
SECURITY
| Rt B LA e Static Inner IP Address (for RAPs only) (7
Access Control
¥ RRC 3676 Server
WIRELESS

2. Create Address Pool

— Advanced Services> VPN Services > IPSEC
Pool Name : xxxx
Start Address : xxxx

End Address : xxxx

Dashboard = Monitoring = Configuration = Diagnostics = Maintenance  Plan Save Configuration

T T —
tesadmin

s | gnerate |

ap-role i

[ ]

v/

¥ Entry does not expire
1 Set Expiry time (mins)

'Set Expiry Date (mm/dd/yyyy)

boss

WIZARDS Advanced Services > VPN Services > IPSEC

AP Wizard
Switch Wizard
WLAN/LAN Wizard
License Wizard
WIP Wizard
NETWORK
Switch
VLANs
Ports
Cellular Profile
1P
SECURITY
Authentication
Access Control
WIRELESS
AP Configuration
AP Installation
MANAGEMENT
General
Administration
Certificates
SNMP

IPSEC | PPTP | Dialers | Emulate VPN Servers

L2TP and XAUTH Parameters
Enable L2TP

Enable XAuth

Authentication Protocols

Primary DNS Server

Secondary DNS Server

Primary WINS Server
Secondary WINS Server

*

Address Pools
Pool Name

Remote-AP

Add

Source NAT

Enable Source NAT

NAT Pool

NAT-T

Enable NAT-T

Site-To-Site = VIA | Advanced

v

%

¥ pap I eap @ cHaP [ MscHAP [ MsCHAPY2
el s

|0.0.0.0 |

|0.0.0.0 |

0.0.0.0 |

Start Address

v



Logaging Aggressive Mode

Clock IKE Aggressive Group Name T;hapggme | (Only needed for XAUTH)
Guest Provisioning IKE Server certiﬁcate
Captive Portal IKE Server Certificate Assigned for VPN-Client --NONE-- ¥
SMTP
g CA Certificate Assigned for VPN-Clients
CA Certificate
ADVANCED SERVICES Nong fourd
Redundancy Add
IP Mobilit
o y IKE Shared Secrets
Stateful Firewall
External Services Subnet Subnet Mask Length
> VPN Services 0.0.0.0 0
Wired Access Add
All Profil S
e * IKE Policies
Version Priority Encryption Hash Authent
vl 20 AES256 SHA PRE-SHARE
vl Default 3DES SHA PRE-SHARE
Advanced Services > VPN Services > IPSEC > Edit Address Pool(Remote-AP)
Pool Name Remote-AP
Start Address T
End Address -
3. Create IKE Secret
- Advanced Services > VPN Services > IPSEC > Edit IKE Secret
Subnet : 0.0.0.0
Subnet Mask : 0.0.0.0
IKE Shared Secret : xxxx
Verify IKE Shared Secret : xxxx
Advanced Services > VPN Services > IPSEC > Edit IKE Secret(0.0.0.0)
Subnet 0.0.0.0
Subnet Mask 0.0.0.0

IKE Shared Secret ey
Verify IKE Shared Secret eeee

N15A9A1 Access Point %38n15 Provision AP
1. 1N Reset factory AP

2. Provision AP
— Wireless > AP Installation > Provisioning

AP Group : 48 pool address 7ia¥1s
Authentication Method : Remote AP L&an Yes
\don Preshared Key : ldsia IKE fiasnsly

T4 User uaz Password 7ia$14



Host Switch IP Address : & IP Controller
IP Settings : 1aan DHCP %38 AMuuALOY

Diograsicn | Vawnrence | Bam B0 o
Wireless > AF Tnstallation » Provision
Srovisceng
K AP Pacamten
2> e
AP It aBation hode
* cvter P Odeas
K Extornst Antasns Parameters

3 G Akanea G (0] ) 3.4 O Seturna Gain (401

F Athonticatun Hethed
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AU150MTIEBUN wireless controller e

Network Summary

WLAN Network Status

Total Total IPSEC IPSEC
Down Up Down

- c
o

WLAN Switches
Access Points
Mesh Portals
Mesh Points
Air Monitors

(i
I
0
|+
C

oo oo o

Spectrum Monitors
Unprovisioned Access Points
Duplicate AP Name
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srdunaiulaindioun Access point lURndsdiuananui Wegaouzaes wireless controller 9z
Wi Access point 7i3usnegluluun IPSEC UP agviladn



Network > All IPSEC Access Points

Global APs
Name AP Group A Status A APIP Y Outer AP IP AP Type Switch IP
remote-api04 wifi-tw up 1.1.1.170 203.158.176.118 OAW-AP104 10.1.255.2

Access point MtlURnAsdauananIuinignageuls provision 13%e remote-ac104 9
dunauiulainmuneavlefivesasalutos Outer AP IP asiduvaaeseviganuiiiue iluiinea
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1.1 szuunsetienteuaniithliiiieds a1adin1svinssuubudusiinu (authentication) vilit ap
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